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During the 60th Pugwash Conference on Science and World Affairs “Dialogue, Disarmament, and Regional and 
Global Security” held in Istanbul, Turkey, Working Group 6 convened to address a broad set of issues under the 
heading of disarmament, conflict resolution, and new weapons technology. Specific items of discussion included 
cyber warfare and cyber security, prospects for and the possibility of regulating cyber-activities, “killer robots” 
and new technologies in warfare, and the role that scientists can play to mitigate dangers related to new 
technologies. The working group comprised 25 professors and professionals in physics, astronomy, nuclear 
energy, political science, international law, peace studies and cyber security from more than 15 countries, 
including Argentina, France, Germany, Italy, Japan, North Korea, Turkey, and the United States that met over 
three days in five sessions. The group observed Chatham House Rules to allow the participants to express their 
ideas in an off-the-record environment conducive to the free and open exchange of information.  
 
To introduce the discussion the co-conveners noted that the world is entering a new phase that could lead to a 
continuous state of electronic surveillance and remote/autonomous warfare and asked the group to think about 
new dual use problems that cyberspace, surveillance and autonomous technology creates, and set the agenda 
for the planned three-day discussion. Day one addressed cyberspace and cyber-attacks; day two addressed 
changes in interstate war, data protection, data rights and privacy, and reports of U.S. National Security Agency 
(NSA) surveillance; and day three addressed unmanned drone and autonomous weapons systems and what 
scientists can do to control fourth generation warfare tactics and technology.  
 
Day one: cyberspace and cyber attacks 
 
The co-conveners began the discussion by addressing the meaning of cyberspace and cyber security and warfare, 
and dual use computer technology in the interconnected internet age. They noted that there are no 
internationally and legally accepted definitions related to key terms such as cyberspace, cyber terrorism, cyber 
war, etc., and that it is important to come to a common international understanding of these terms, especially 
cyber security and cyber warfare so that states have a better understanding of the changing security 
environment and can take appropriate action. They stressed that despite the new threats that this technology 
potentially creates, the rise of the internet is an overwhelmingly positive development and cyber connectivity is 
changing the world in positive and important ways. The UNIDIR Cyber Index: International Security Trends and 
Realities1 study serves as a good initial reference point because it addresses the concept of cyber warfare 
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between states and notes that many UN member states are building cyber programs.2 Members of the group are 
concerned that cyber security could become a self-perpetuating danger which will compel states to race to build 
cyber warfare programs and enhance capabilities to meet and deter the capabilities of their allies and enemies. 
Concepts from nuclear arms control might assist in curtailing the proliferation of cyber warfare capabilities. 
However disarmament in the cyber domain might be outdated as internet access and the skill sets necessary to 
conduct attacks become ubiquitous around the world. Another problem within the cyber domain is identifying 
an attacker. Unlike in other domains of warfare, attributing an attack to a person, organization or a nation state 
might be a difficult and time consuming task. Also there is a significant asymmetry in the capabilities and 
connectivity of different countries regarding cyber. A country that has mostly low level technology capabilities 
will not be able to block attacks from large high technology countries, but cyber attacks will not significantly 
degrade their capability. However low technology countries could inflict asymmetrical damage on high 
technology countries in a cyber conflict because of their strong dependence on Information and Communication 
Technologies (ICT) vulnerable systems. 
 
Participants noted that cyberspace is a new domain shared by both the civilian world and the military. There are 
two broad areas, cyber security, focused on defense, and cyber attack, focused on creating damage or chaos. 
Some described cyberspace as a fifth realm of warfare that cuts across the other four realms, land, sea, air, and 
space. There are many new risks and challenges associated with this new fifth space but cyber is different 
because it overlaps the other four and is completely man made. Some experts feel that the rise of the 
interconnected world may be the largest technology revolution in the history of mankind and those that control 
cyber technology will have a distinct advantage. 
 
Complete control of the cyber world is still a long way away.3 Today the cyber domain is prone to attack and 
sabotage. There are different levels of cyber attack: the simplest attacks are conducted by “hackers,” or 
individuals with malicious intent that have internet access. Thousands of hacker attacks take place every day. 
One firm estimated that there were three billion attacks conducted in 2010. It is possible to download tools to 
conduct some attacks; there is an international black market that sells ways to exploit computer program 
vulnerabilities (zero day vulnerabilities). More sophisticated attacks, like those that are designed to attack 
industrial control systems, need to be designed specifically. Others ways to attack include injecting 
vulnerabilities into hardware, software, and firmware systems, and inserting “back doors” into computer chips in 
electronic components.  
 
One participant asked how this technology fundamentally creates problems for the human species and why 
Pugwash should focus its efforts on mitigating cyber problems: “Why would breakdowns in cyberspace be a 
major menace to society?” Participants responded by saying that cyber warfare and cyber attacks cut across the 
electronic mechanisms that bind and link modern society, though cyber security is a less dangerous problem 
than the Cold War threat of global nuclear war. Some cyber problems are simply inconvenient. Distributed 
denial-of-service (DDoS) attacks are essentially harmless; they are “weapons of mass disruption” and are unlikely 

                                                 
2
 “The initial assessment undertaken in 2011 found that 68 of the 193 United Nations Member States had 

cybersecurity programmes. Of those, 32 states included cyberwarfare in their military planning and organizations, 
while 36 states had civilian agencies charged with a domestic cybersecurity mission. This August 2012 
assessment again surveyed publicly available information for the 193 states and found that the number of national 
cybersecurity programmes had grown to 114. Forty-seven states have cybersecurity programmes that give some 
role to the armed forces and 67 states have solely civilian programmes.” 
3
There had been international attempts to regulate ICT starting early in the internet age. This was started by 

Russia at the UN in 1998 with the support of the U.S. when a resolution was adopted on international cooperation 
on the security of ITC. Since then the international community has continued to work towards this goal. The UN 
Group of Governmental Experts has been gathering within the UN structure and in 2013 they agreed to promote a 
peaceful, secure, open, and cooperative ICT environment. 
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to cause actual death and destruction.4 However cyber attacks can be much more serious if the attacker is able 
to gain access to critical infrastructure such as the internal computers and networks of nuclear energy plants, 
power plants or the control systems of nuclear forces. Also there are many ways to cause harm by exploiting 
connected technology that might not be apparent. Every day, more things get connected to the internet. This 
trend is a net positive but a cyber attack could remotely shut down building controls, automobile computers or 
medical devices. Efforts must be taken to keep connected systems secure as they are developed. Any electronic 
network connected to a system with a large energy potential must be completely protected from cyber attack by 
having its critical components removed from the internet.  
 
Modern communications systems are distributed in a way that complicates the problem of preventing cyber 
attacks. Today much of the world’s information travels via undersea cables and satellites across international 
borders. Data that travel on these systems is coded and encrypted but only the United States, Russia, China, and 
some countries in Western Europe control these components. Most users merely receive the information that 
passes through. Data traffic is enormous and much of it can be intercepted and decrypted. According to news 
reports a large percentage of the undersea cables that carry the world’s internet traffic have been tapped, this 
kind of espionage or attack can only be done by a state. Users must now consider that any communication that is 
sent has the potential to be decrypted and read and no cyber communication is secure from interception.  
 
The working group suggested several mitigation strategies. On a legal level, states might try to improve existing 
laws related to security and surveillance and ferment new international norms and principles that could be 
implemented by nations. Addressing cyber attacks at high levels of government has proven challenging because 
many political decision makers do not completely understand the technology and are unaware of its 
implications. An appeal to users on a personal level could promote dialogue and voluntary cyber confidence 
building measures could increase trust and reduce misperception. Scientists and experts might consider drafting 
formal ideas for controlling the cyber world, similar to the Russell Einstein Manifesto, in which scientists 
encourage world leaders to resolve conflicts peacefully and take responsibility for the invention of the atomic 
bomb. Today in this spirit, scientists and cyber experts could attempt to set guidelines and create standards for 
decorous use in the cyber domain agreed upon by all in an international context.  Pugwash should focus its 
efforts to articulate best practices for cyber defense and on identifying and creating norms to deter specific 
catastrophic cyber attacks on civilian infrastructure. Pugwash can lead a global discussion and might start a 
working group to address these issues.  
 
Pugwash can also help in defining internationally accepted definitions of cyber security terms. So far the United 
States has not agreed to discuss a treaty or code of conduct but the Chinese and Russian proposed code is quite 
good. However China and Russia include “information weapon” in their definition of cyber weapon. Including the 
term “information weapon” as defined by the Chinese is not acceptable to the U.S.  
 
The Berlin Declaration by Scientists on the Prerequisites for Democracy in the Digital World5 addresses cyber 
security as part of the larger objective to protect global security, privacy and technology. The document notes 
that now “liberal democracies… routinely monitor the electronic communication of a growing number of people” 
and this has created a new understanding between liberty and security. The signatories aim “to shape our 
political order in an era of global electronic communication, both for ourselves and for the next generations.” 
Pugwash should formally endorse this declaration.  
 
Day 2: Interstate war, data protection and privacy, the U.S. NSA affair, and data rights  
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 Google maintains a real-time DDoS attack map here: http://www.digitalattackmap.com/ 

5
 http://www.inesglobal.com/picture/upload/file/Berliner_Erklaerung_Final_290813_EN.pdf 
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The openness that democratic societies are built upon is being threatened by cyber attacks and digital 
surveillance. Current global challenges can be met only by solutions based on justice and liberty. There is a 
tension between spying and surveillance in the military and commercial fields, this tension can be eased by 
working to make an open, peaceful and secure internet. Countries disagree on this. Press revelations have 
shown that the U.S. NSA and UK PCHQ have incredible capability to digitally monitor those in other countries. 
New reports note that some industries are forced to give various governments’ access to the information that 
passes through their systems. Press reports make it clear that much of the internet can be accessed. The U.S. has 
the most powerful cyber intelligence and cyber warfare capabilities in the world. Reportedly the main mission 
objectives of the U.S. in the cyber domain are to warn U.S. policy makers, combat terrorism, stop the spread of 
illicit weapons, conduct cyber operations, and defend against espionage. 
 
Stuxnet, a powerful cyber weapon, is a computer worm or self replicating segment of computer codes that is 
able to spread autonomously. Stuxnet demonstrates that sophisticated cyber weapons are currently used for 
cyber infiltration and sabotage. The autonomously-acting worm was specifically designed to disrupt Iran’s 
centrifuge programming. Stuxnet was built to propagate on protected networks and there was no known 
defense because such a sophisticated program was hard to imagine. It is the first time that a malware exploited 
more than one zero day vulnerability at a time (it exploited four). It was likely inserted into the Natanz network 
via USB. The worm then spread on the network until it reached the computers that control the centrifuge 
microcontrollers. Stuxnet exploited the vulnerabilities of two different operating systems, including the Siemens 
microprocessors that controlled the centrifuges. The worm varied the speed of the centrifuges in a way that 
slowly cracked the rotors at a higher than normal rate to inhibit uranium enrichment in the cascades. Increasing 
the frequency of the breakdown of centrifuges made the effects of the attack difficult to detect. It is unclear how 
many centrifuges were destroyed by Stuxnet. Estimates range between 300-1000. Future weapons like Stuxnet 
could be used to shut down control systems on electric power distribution networks, water or gas pipelines and 
other industries that are controlled by Supervisory Control and Data Acquisition (SCADA) industrial systems.  
 
Stuxnet demonstrated that there is no safe operating system or impenetrable defense against a determined well 
funded adversary. Very specific sophisticated targeted attacks are possible and happening all the time. In 
addition Stuxnet was a completely autonomous weapon, the worm had no command and control and it worked 
entirely on its own. What does this say about the possibility of creating cyber rules of engagement when a 
weapon can be automated and activated as necessary?  
 
The U.S. government frequently accuses China of attacking ICT systems in the U.S. and in other countries. It is 
known that many countries are probing for vulnerabilities in their enemies’ digital systems as a kind of cyber 
domain pre-conflict exercise. This kind of electronic surveillance has taken place for years as part of air force 
planning but is now part of cyber force planning. Already armed conflicts have been supported by cyber attacks. 
Recently, and for several days, Estonian government systems were attacked in a way that interrupted some of 
the financial services and the government. The reason and perpetrator is still unknown as the attacks came from 
many directions. The 2008 South Ossetia War in Georgia was preceded by some forms of cyber attacks 
originating in Russia, showing that a cyber attack could be the first stage in support of a conventional armed 
attack.  
 
Researchers have made it very clear that nuclear forces are vulnerable to interference and accident but most say 
that very critical systems are “air gapped” and controlled internally. What, if any, is the relationship between 
cyber attack and nuclear weapons? Could cyber attack be used to launch or detonate a nuclear weapon? Ideally, 
ultra-critical systems are mechanically interlocked but this cannot be assured as nuclear weapons safety systems 
are highly secret and vary from country to country. Others are worried about a cyber attack giving false warning 
of a nuclear attack by another state.  
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Pugwash can help guide future political and military practice on the global scale of surveillance in the cyber 
world and help to define a new relationship between liberty and security. When Pugwash pursues these issues, it 
is critical that younger scientists and technical experts are invited to the discussion and involved in solving these 
problems. The effort will also require diplomats and people in governance that can address what solutions are 
politically possible.  
 
Day 3: Unmanned systems and fourth generation warfare tactics and technology 
 
Robotic vehicles are employed by many militaries around the world and have become increasingly common in 
the civilian sector. They are used for many purposes including surveillance. Remotely controlled weapons or 
“drones” are not much different from precision guided conventional weapons. Modern drones are different 
because the pilot or operator may be thousands of miles away looking at a battle field image that is very 
restricted with a 1.5 to 5 second signal delay between the control center and the drone. Some argue that this 
technology lowers the threshold of warfare and that the nature of the technology does not allow for easy 
surrender during a conflict.  
 
An autonomous weapon, different than a drone, is defined as a weapon that, after launch, selects and hits a 
target without human intervention. It is unlikely that such a system complies with international human rights or 
humanitarian laws as they now exist. To operate legally, an autonomous weapon has to be able to distinguish 
between a combatant and a civilian. Right now, these systems cannot distinguish intent or threat and some say 
that this may never be possible. However in the field robotic weapons could be furnished with laws of war and 
might be more legally compliant than humans. There is a link between cyber issues and drones. Signals emitted 
from cell phones can be tracked. Also there is a potential to hack into control systems in drones. Drone video 
feeds have already been hacked.  
 
There are lots of reasons why the authority to kill should be a human decision. Pugwash, through President 
Jayantha Dhanapala, is involved in the international Campaign to Stop Killer Robots6 launched this year by 40-50 
NGOs worldwide. Pugwash has been very active and is on the 9 group steering committee. It is clear that 
Pugwash will be involved in this discussion for the next five years but what should Pugwash do next?  
 
Robotic weapons will continue to be developed. Many militaries are building their capabilities and there is an 
arms race going on in the drone area. Some experts say that there are already weapons systems that are 
autonomous (“Fire and forget” guided missiles can already be used autonomously) although the U.S. Military 
stated that autonomous weapons would not be deployed or put on the battlefield.7 Stopping robotic 
development would seem to be undesirable and is likely impossible at this stage because there is tremendous 
potential to use this technology in the civilian domain. However, the step from drone to an autonomous weapon 
is small and easy to take with current technology so Pugwash should engage now to prevent it from happening. 
 
In what ways could Pugwash best contribute? National groups could become more involved. Specifically, a 
Pugwash led workshop on technical issues would be useful to keep interested people informed on the different 
debates going on in different countries. Pugwash should look into defining “autonomous” as part a project on 
assessing future weapons systems. Pugwash can engage the UNESCO World Commission on the Ethics of 
Scientific Knowledge and Technology (COMEST)8 to address modern technology in warfare. This group 
understands the technical, legal, and ethical issues including the ethics of modern drones and possible 
autonomous weapons in policing, warfare and the civilian sector. 
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Pugwash has the authority to direct and control the technical nature of future armed conflict but must act now. 
Will all warfare be carried out remotely by drones and autonomous forces? What will that world be like? Will it 
be worse or better than the current state? Pugwash can consider these issues before they become problems by 
discussing how future conflicts could be contained and how peace could be promoted in an increasingly 
interconnected world.  

 
List of recommendations: 
 

 Organize a glossary discussion to define cyber security terms, agreed defense measures and discuss and 
propose cyber confidence building measures between states. An open discourse with important 
countries such as the United States, Russia, China and India is overdue. The digital industry, lawyers and 
civil society must be included in that discourse. The weaponization of the cyber domain should be 
prevented. 

 Form a small permanent Pugwash working group to help national Pugwash groups engage on these 
issues; include diplomats, government officials and young people. Raising individual as well as state 
awareness (including less developed countries) is a key to ensuring future peaceful developments. 
Involve the professionals, specifically pro cyber and pro drone scholars, in the debate. Define 
“autonomous” and how scientists could address the future of conflict in the next 5-10 years. As a part of 
these efforts organize a specific work shop on the technical issues discussed during the working group six 
discussions.   

 Encourage Pugwash to endorse the German/Brazilian mandate on privacy and data protection on the 
UN-level.  

 


